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“19-0” say I"#$

My next surgery is scheduled for Nov. 19th

No one else has taught from my security slides

| really like my security material

Scrambling the schedule to cover security earlier

Inspection; metrics; security
I (code smells); security; inspection; metrics
!II#II $A)&I()*+’
will #-.) cover inspection, /"OOcover security
(and mutation/continuous/regression testing)
!II#II $A)&I()*1,
will #-.) cover security, /'O0¢over inspection
(and metrics)
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Code Inspection in XP

* A Lightweight, Continuous Approach

— Since XP's goal is rapid high quality software
development, traditional inspection processes
would take too long

— Instead, XP uses two lightweight inspection
practices continuously in the software
development process

* Pair programming:
continuous immediate inspection of new code

* Refactoring: continuous inspection of existing code for
opportunities to improve it



Pair Programming

* Immediate Code Inspection

— Pair programming is continuous and immediate code
inspection

— Observed to increase both quality and productivity

— Increases quality because all code being written is
inspected

— Increases productivity because it avoids the cognitive
overhead of the programmer continually switching
between the code level of understanding and high
level of understanding
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Aside (not on exam): Pair Proving

* Programming languages (PL) researchers, like
me, spend a lot of time doing mathematical

proofs about programming languages

* PL proofs are usually more detailed and more
careful than typical mathematical proofs,
more like programming (proofs ~ programs)

* A colleague and | used to do pair proving: one
of us handled the step-by-step details
(“coding”), the other checked for mistakes and
that the proof fit in with everything else
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Code Refactoring

e Refactoring is not reengineering

— Both are intended to make software easier to
understand and change

— Reengineering takes place after a system has been
maintained for some time
* Involves modifying a legacy system to create a new
system that is more maintainable

— Refactoring is a continuous process of
improvement throughout development and
evolution
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ldentifying Flaws

* Code smells include:
— Classes or methods that are too long
— Switch statements (instead of polymorphism)*

— “Struct” classes (classes without much real
functionality)

— Duplicate code

— Almost (but not quite) duplicate code
— Too many primitive type variables

— Useless comments

— (many, many more...)

* This assumes an OO0 language. In Haskell and ML, switch
statements (pattern matching) smell less.
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CODE SMELL
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int basePrice = _quantity * _ itemPrice
discountLevel = getDiscountLevel O ;
double finalPrice = discountedPrice ( basePrice , discountLevel );
int basePrice = _quantity * _ itemPrice

double finalPrice = discountedPrice ( basePrice );
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REFACTORING
8 )M, DM, - .80 1#, 720
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Bird

getSpeed

/\

double getSpeed() { / | |

switch (_type) { European African Norwegian Blue

case EUROPEAN:

getSpeed getSpeed getSpeed

return getBaseSpeed();
case AFRICAN:
return getBaseSpeed() - getLoadFactor() * _numberOfCoconuts;
case NORWEGIAN_BLUE:
return (_isNailed) ? 0 : getBaseSpeed(_voltage);
}

throw new RuntimeException ("Should be unreachable");

}
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there are rules and the rules must be
followed...probably

e Often, code smells mean you should refactor

 Sometimes they don’t

— A long switch statement is a reasonable way to
implement a finite state machine
 Sometimes it’s a “judgment call”;
experience will help you get better at making
the right call



CODE SMELL
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Aside: Speculative Struct Fields

* (not on exam)



Speculative Struct Fields

* First computer | wrote sizeable programs on:
Macintosh SE/30

credit:
Wikimedia Commons user RedAndr
(CC BY-SA 3.0)



Speculative Struct Fields

* Before Apple started using the term
“Mac OS” (and then “Mac OS X”, and now

“mac0S”), the OS had no official name

* A core OS file was called “System”, so releases
were known as “System 4.2”, “System 6.0.8”,

etc.
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Speculative Struct Fields

 The Macintosh “System” was kind of a mess:

— when there’s no hardware-level distinction
between the user and the OS, and you only have
128K of RAM (in 1984, increased later),
it’s tempting to allow the user to directly access
system data structures

— Apple succumbed to this temptation



Speculative Struct Fields

| Before 1992, 1984: Apple released what might
now be called APIs with struct declarations:

typedef struct {

Ptr textProc; /* text drawing */
Ptr 1ineProc; /* 1line drawing */
Ptr rectProc; /* rectangle drawing */

(...10 more...)
} QDProcs;
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Speculative Struct Fields

* Apple realized this was a problem and started
“reserving” fields, like German restaurants
where some tables are always reserved (even
when there are no reservations)

typedef struct {
WindowHandle theWindow;

Ptr reservedl; /* reserved for future use */
Ptr reserved2; /* reserved for future use */
} Zzrgblgx;
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