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Abstract—In this paper, we present a comprehensive survey
focusing on software safety and security verification and valida-
tion, particularly concerning medical devices, with a specific focus
on artificial pancreas systems (APS) used in diabetes treatment.
Medical device software represents one of the most critical cyber-
physical applications, where failures can have immediate life-
threatening consequences. Therefore, it is important to insure
that these systems meet the specifications insuring their function-
ality, safety, and correctness. Our survey emphasizes the critical
role of verification and validation procedures in achieving that.
Furthermore, we explore the application of software analysis
and modeling techniques in the certification, validation, and
verification processes of the software employed in these systems.

Index Terms—component, formatting, style, styling, insert

I. INTRODUCTION

The integration of software into medical devices offers nu-
merous benefits but also introduces risks. Surveys of medical
device recalls reveal that software faults frequently contribute
to device failures [27], [60], underscoring the critical need
for validation and verification of software components. Both
the medical and technology communities exhibit significant
interest in this area, since ensuring the safety and security of
medical devices is paramount. While there are many technolo-
gies and techniques proposed to ensure security, safety, and
correctness of programs, the extent to which they are utilized
in real-life implementations of devices is yet to be determined.

In this survey, we chose to focus on artificial pancreas
systems (APS) as an example. APS is a closed-loop system,
where the controls system automatically responds to input and
adjusts accordingly. APS comprises three main components:
a continuous glucose monitor, controller software, and an
insulin pump. Widely accessible and vital, APS represents
a moderately complex life-critical multi-component medical
device. The presence of active open-source projects for the
controller software makes APS an ideal subject for research,
particularly regarding the application of software verification
and validation techniques and their potential use in the certi-
fication process.

Notable studies have reviewed security issues facing insulin
pumps [49], highlighted the risks and benefits of insulin
pumps, and advocated for safety standards [32], and explored
challenges posed by such systems [29]. Industry standards

for cyber-physical medical devices, including APS, have been
developed by organizations such as the IEEE [33], FDA [23],
the European Union [28], and NIST [15], [19].

APS solutions are rapidly evolving, with open-source do-it-
yourself APS solutions, like OpenAPS [46], AndroidAPS [4],
and Loop [39], gaining popularity. Evaluating the safety and
security of these evolving solutions from a medical standpoint
is of great interest. Recent studies have explored verification
monitoring [48], in silico testing [58], and algorithm simula-
tion efficiency [52].

Various techniques are employed for testing and validating
insulin pumps, including static analysis tools like CodeSonar
[35]. Formal methods and modeling techniques are also widely
used, as shown by recent surveys [16], [40]. Formal techniques
demonstrate potential for automatic, dependability-driven cer-
tification [26], as evidenced by their practical applicability
in the development of medical devices. Additionally, formal
languages like Tamarin [13], [45] and ProVerif [14] are utilized
for verifying security protocols.

Our study aims to investigate the literature concerning the
techniques used to analyze and ensure the safety and security
of software utilized in APS, with a focus on model-based
methods. Safety properties insure that no harm is done to
the user, and security properties insure the confidentiality,
integrity and availability of the software. Software model-
ing techniques provide a means to analyze and encompass
software states, thereby establishing and maintaining safety
and security properties [26]. In the subsequent sections, we
will survey and analyze different techniques employed for
analyzing such systems and identify research gaps in this
critical area.

II. BACKGROUND

A. Medical Device Software Analysis

Medical devices represent safety-critical cyber-physical sys-
tems, where gaps in security and safety could have severe
implications for patient health and well-being. The current
certification process for medical devices relies heavily on
clinical-trial tests, which are susceptible to errors. This stands
in contrast to other fields where automatic formal tests are
commonplace. Additionally, the emergence of do-it-yourself
solutions, such as controller programs in artificial pancreas

1152

2024 IEEE International Conference on Software Testing, Verification and Validation Workshops (ICSTW)

979-8-3503-4479-0/24/$31.00 ©2024 IEEE
DOI 10.1109/ICSTW60967.2024.00039

20
24

 IE
EE

 In
te

rn
at

io
na

l C
on

fe
re

nc
e 

on
 S

of
tw

ar
e 

Te
st

in
g,

 V
er

ifi
ca

tio
n 

an
d 

V
al

id
at

io
n 

W
or

ks
ho

ps
 (I

C
ST

W
) |

 9
79

-8
-3

50
3-

44
79

-0
/2

4/
$3

1.
00

 ©
20

24
 IE

EE
 | 

D
O

I: 
10

.1
10

9/
IC

ST
W

60
96

7.
20

24
.0

00
39

Authorized licensed use limited to: Queen's University. Downloaded on October 21,2024 at 13:38:18 UTC from IEEE Xplore.  Restrictions apply. 



systems (APS), raises concerns as they may not undergo
official certification. Addressing these challenges requires re-
search into automated and error-resistant certification pro-
cesses that are user-friendly and accessible.

Given that medical devices often comprise multiple compo-
nents, the risk of vulnerabilities increases significantly. Attacks
or errors could occur at any layer or within any component,
necessitating rigorous testing procedures to ensure comprehen-
sive coverage. Verification ensures the correct implementation
of requirements, while validation confirms that the specified
requirements are met. Testing methods, including open-box
and black-box testing, offer distinct advantages and disadvan-
tages. Open-box testing and static analysis provide extensive
coverage but require access to internal functions and are
prone to false positives. Conversely, dynamic and black-box
testing may not offer full coverage. In safety-critical devices,
achieving comprehensive test coverage is paramount. Formal
methods, which involve the mathematical development and
verification of software to ensure adherence to requirements,
offer a promising avenue for improving testing processes in
medical devices. Transitioning to automatic testing method-
ologies could be facilitated by leveraging formal methods in
the development of medical device software.

B. Artificial Pancreas Systems (APS)

This survey focuses on one medical software system, an
APS, which helps patients with diabetes to control Blood
Glucose (BG) levels. Glucose is necessary for humans to
function, but it has to be maintained in the body in a safe
range, as both low blood sugar and high blood sugar would
result in unwanted and potentially dangerous symptoms. The
safe target might vary from person to person depending on
their conditions, but a typical target according to the Centers
for Disease Control and Prevention is as follows [24]: 80 to
130 milligrams of glucose to each decilitre of blood (mg/dL)
and less than 180 mg/dL, two hours after a meal.

The amount of glucose in the body changes through the
day and rises after meals. Blood glucose levels are regulated
by insulin, which is a hormone produced by the pancreas.
The body produces more insulin when the blood glucose rises
after a meal, and the insulin lowers the glucose back to the
safe value. In diabetes patients, the body does not regulate
blood sugar as it should be. For example, this could happen if
pancreas does not produce insulin, which would be classified
as type 1 diabetes. A type 1 diabetes patient would require a
medical device to provide the insulin. Such devices are known
as APS.

An APS is comprised of three components: a blood glucose
sensor, known as a continuous glucose monitor (CGM), a
controller, and a insulin pump. The system could be an open
loop or a closed loop. After detecting the blood sugar level,
in an open loop the controller algorithm would tell the user
to manually inject the insulin, while a closed loop does not
require user input and the controller can automatically provide
commands to the insulin pump to provide the appropriate
amount of insulin. A closed loop system is critical, because the

device has full automatic control, so it requires more rigorous
verification to assure that it functions correctly and the design
of the system should prioritize safety. For example, a system
that has no limits on how much insulin it pumps is prone to
over dosage.

There are many available APS, including do-it-yourself
open-source solutions, such as OpenAPS [46] and An-
droidAPS [4] which is derived from it, as well as Loop
[39]. We can examine OpenAPS security claims and its basic
functionality. The default functionality uses basal injection,
this means that small dosages, also called boluses, of insulin
are delivered through multiple injections through the day. To
increase safety, OpenAPS relies on temporary basal commands
instead of issuing insulin directly. This allows it to modify
the basal rate as needed for a specific period of time. Per
OpenAPS’ design documents [47] and explained by Toffanin
et al. [58], the the basic operations are as follows: The
controller periodically checks data from the CGM and queries
the pump for its settings and activity. Based on the input
and user information; these include the current carbohydrate
intake, carbohydrate-to-insulin ratio, current glycemia, target
glycemia, the insulin sensitivity factor (ISF). It also calculates
the amount of carbohydrates from previous meals, as well as
the Insulin on Board (IOB) which is calculated.

The IOB represents the amount of insulin currently in the
body. This could be from previous insulin boluses or from
basal changes. This is calculated based on the time that
passed after each bolus, the insulin peak time and the insulin’s
duration of action. Furthermore, if there has been no recent
bolus, it uses the CGM reading to calculate the eventual blood
glucose. This done using the ISF and IOB.

With these calculated, OpenAPS can operate in different
ways, depending on the configuration. For example, a safety
procedure is followed if the blood sugar is below threshold,
where the controller enters glucose suspend mode; this with-
holds insulin infusion until blood glucose recovers. Otherwise,
the basic operation of the algorithm, called oref0, alters
temporary basal to correct the glycemia values. For example,
if the Blood Glucose (BG) is rising but the calculated eventual
BG is below target, or if BG is falling and the eventual
BG is above target, the controller cancel temporary basals.
Otherwise, if based on the calculations, the required temporary
basal is more than the existing one, a new higher one is issued,
or if it is lower, a new low one is issued.

Newer versions of the controller include more algorithms
that are used for different profiles and scenarios. These algo-
rithms include the Advanced Meal Assist (AMA) and Super-
MicroBolus (SMB). AMA allows for a quicker adjustment to
a higher temporary basal after a meal, while SMB, which is
in the newer oref1 system, is not based on temporary basal
rates, instead rapidly issues smaller boluses, which allows for
quicker insulin delivery. This could also be adjusted for a full,
half, or no meal bolus. Each one of these configurations would
also require its own safety checks.
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TABLE I
KEY WORDS USED

Device Validation Standards
Medical device Security FDA
Medical software Verification IEC
Artificial pancreas Certification ISO
Infusion pumps Modeling EU
Closed loop Model checking Standards
APS Formal methods Recalls
OpenAPS Software analysis
AndroidAPS White box
Loop Reverse Engineering
Insulin Delivery Testing

III. SURVEY AND PAPERS SELECTION

A. Papers Selection

For paper collection in our survey we used Web of Science
and Google Scholar for our initial search. We supplemented
our initial search by using digital libraries that cover computer
science topics, such as IEEE Xplore, ACM, and Springer,
and medical digital libraries such as The National Library of
Medicine.

To search for papers related to our targeted area of ap-
plication, artificial pancreas systems and medical devices in
general, we used a combination of words related to the targeted
devices, keywords relating to validation and testing, and words
related to standards and regulations. The keywords are shown
in Table I. The query strings combined the keywords in the
device column with the validation and standards columns;
for example Artificial pancreas security, Artificial pancreas
verification, Artificial pancreas FDA.

We also consulted previous surveys in the relevant fields,
such as John Majikes et al. [40] and Silvia Bonfanti [16], and
expanded on them by including recent research, with a focus
on on APS validation, verification and certification. We also
considered a wider array of possible techniques, even if we
focus on modeling and formal methods.

Papers that covered the relevant topic, the security and
safety of artificial pancreas software and their testing and
validation were included. Due to the nature of the topic, we
have also included papers on other medical devices than APS
if the technology is relevant and could be applied to APS as
well. We have included research on modeling and validation
techniques on Android, since APS controller software, such
as AndroidAPS, use that platform.

On the other hand, we have excluded research that was
not focused on the software, such as the research on the
hardware or user interaction with the system. We have also
excluded research on devices other than APS that did not
use technologies that are relevant or could be generalized,
for example research on the robotic and motion controls of
surgical medical devices.

Web of Science results for the search term Artificial Pan-
creas returns 3,603 and sorting them by date, as shown in
Figure 1, shows the existing and continued interest in these
devices. The majority of the research is from pharmacology
and medical research and when filtered to include only Web

of Science categories related to computing, we get 286 results.
However, when searching for Artificial Pancreas Security, we
get a total of only 20 results. Additionally, when searching for
Insulin Delivery Security, which is more broader term, we only
get 33 results, the majority which are not computer-science
focused. Searching for research related to artificial pancreas
safety returns a higher count, with 439 results, and searching
for artificial pancreas validation gives us 133 results. Many of
these are medical papers or are not specifically on software
validation.

Fig. 1. World of Science Results for Artificial Pancreas

We commence our investigation by examining research
specifically concerning the security of artificial pancreas sys-
tems, complemented by studies on insulin delivery systems.
Out of the 20 papers reviewed, we identified 1 paper utilizing
formal methods for validation, 5 focusing on anomaly detec-
tion, and one on code generation. Additionally, other papers
cover topics such as encryption implementation, communica-
tion protocol technologies, and the utilization of fingerprints
for access control. Furthermore, 4 papers explore non-technical
aspects, including ethical, social, and user experience consid-
erations, while 2 offer general overviews of APS. Lastly, 3
papers were found to be irrelevant to our study. Figure 2
illustrates these findings.

Fig. 2. Categorizing Web of Science Results for Artificial Pancreas Security

B. Papers Categorization
In the following Tables II, III, we have categorized the core

related literature. We categorized them first based on whether
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TABLE II
A CATEGORIZATION OF PREVIOUS LITERATURE

Group Develop-
ment/Analysis

Level(Use
case/Subject) Focus Goal Group Target Device Target Properties

Alur [3] Develop-
ment

Requirements and
design Modeling Correctness CARA control system WRAIR Documents

Arney [7] Develop-
ment

Abstract System
(Generic PCA) Modeling Safety Infusion Pump Author defined (Provided as examples)

Banerjee
[11]

Develop-
ment Abstract System Modeling Correctness

General (Examples: infu-
sion pump control algo-
rithm, chemotherapeutic In-
fusion)

ISO 60601 (mentioned)

Babamir
[10]

Develop-
ment Abstract System Modeling,

Verfication Safety General (Examples: Infu-
sion Pump)

Author defined (based on their model’s
state combinations)

Neeraj
Singh [54]

Develop-
ment

Requirements and
design

Modeling,
Verfication Safety Modular system Author defined

Silva [53] Develop-
ment Clinical Scenarios Modeling Safety, Func-

tionality
Modular system (Medical
scenarios) Author defined

Xin Chen
[17]

Develop-
ment

Abstract System
(Multi-basal control
system)

Modeling Correctness,
Safety Controller (Insulin Infusion) Author defined (BGL not too low, not too

high, within euglycemic range)

Thiagara-
jan [57]

Develop-
ment

Abstract System
(Open PCA Pump) Modeling Safety (Risk

Management) Infusion Pump (PCA Pump) ISO 14971

Mauro [44] Develop-
ment Code Generation Code Genera-

tion
Safety, Func-
tionality User interface N/A

Masci [42] Develop-
ment

Code Generation
(GPCA UI)

Code Genera-
tion

Safety, Func-
tionality

User interface (GPCA
pump) GPCA safety requirements

Alshalal-
fah [2]

Existing
System

Concrete System
(PID, MB
Algorithms)

Security
Analysis

Security,
Safety Controller (APS) Author defined (Attack Scenarios and Two

Safety Properties)

Vega-
Hernandez
[59]

Existing
System Abstract System Fault

Detection Security APS Author defined (Sub- and over-dosing sce-
narios)

Aliabadi
[1]

Existing
System Analysis Tool Specification

Mining Security

General (Examples: smart
meters,smart meters, smart
artificial pancreas and un-
manned aerial vehicles)

Author defined (Attack models based on
priveous literature)

Aliabadi
[51]

Existing
System Analysis Tool Intrusion De-

tection Security
General (Examples: smart
meters,smart meters, smart
artificial pancreas)

Specification mining (by ARTINALI++)

Astillo [9] Existing
System Analysis Tool Misbehavior

Detection Security APS (IMD Enabled) Specification derivation (by the authors)

Astillo [8] Existing
System Analysis Tool Misbehavior

Detection Security APS (IMD Enabled) Specification derivation (by the authors)

Paolo [43] Existing
System

Source code
(Reverse
Engineering)

Fault
Detection Safety User interface Author defined (Based on previous litera-

ture)

Harrison
[30]

Existing
System

Concrete System
(NIDUS)

Modeling,
Verfication Safety Dialysis Machine Author defined (Risk log)

Harrison
[31]

Existing
System

Concrete System
(NIDUS)

Modeling,
Verfication Correctness Dialysis Machine Author defined (Risk log)

TABLE III
A CATEGORIZATION OF PREVIOUS LITERATURE (CONT.)

Group Formalism Analyses Tools
Alur [3] Timed Automata SCR, Hermes, CHARON
Arney [7] Z notation, Timed Automata Z Tools, UPPAAL
Banerjee [11] Hybrid automaton (CPS-MAS) Own framework (CPS-MAS )
Babamir [10] Petri nets Z language, Petri Nets, C#
Neeraj Singh [54] Set theory Event-B Language
Silva [53] Actor-Oriented Design Ptolmey II
Xin Chen [17] Dalla-man model Dalla-man model, Flow* tool
Thiagarajan [57] Architecture description AADL
Mauro [44] PVS (typed higher-order logic) PVSio-web, Own tool (MISRA C)
Masci [42] PVS (typed higher-order logic) PVS
Alshalalfah [2] Timed Automata UPPAAL-SMC
Vega-Hernandez [59] Mathematical Abstract
Aliabadi [1] Own approach (dynamic specification mining) Own Tool
Aliabadi [51] Bayesian statistics Own Tool
Astillo [9] Specification-based /Proximal Monitoring UPPAAL, MATLAB
Astillo [8] Specification-based UPPAAL
Paolo [43] PVS (typed higher-order logic) PVS
Harrison [30] MAL, CTL IVY, NuSMV
Harrison [31] MAL, CTL IVY, NuSMV

the research is driven toward helping the development and
design of future devices or was it mainly focused towards the
analysis of existing systems. This is followed by elaborating
on the type of system the research dealt with. This is mainly
on whether the research was giving a model for an actual

concrete system, that is in use, or is subject to a more
abstract theoretical system; for example a study that analyzed
Newcastle infant dialysis and ultra-filtration system (NIDUS),
which is an actual system that is in use, we also considered
the study of algorithms that are used in implemented systems
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as concrete systems, while research that used general designs
or concepts from The Generic Infusion Pump, as apposed to
studying an implementation of it, is labeled an abstract system.
In this categorization, we also have research that was more
focused on code generation or providing an analysis tool.

We also categorized the papers according the their method-
ological focus, that is, whether the research is mainly focused
on modeling and verification, code generation, or fault or
intrusion detection. While there is an overlap between the
categories, most of the papers involve both modeling and
verification steps, we considered it the main focus for the
label depending on the contribution of the paper. We also
categorized the research based on the achievable goal of the
experiment; whether it was to assess the correctness and
functionality of the model, or is it to prove the safety or
security of the system. If the focus is the software functionality
and adhering to specification, it is labeled with the correctness
goal. If the focus is on insuring that no harm is done to the
user, it is labeled with the safety goal. If the focus is the
confidentiality, integrity and availability of the software, it is
labeled with the security goal.

We also show the targeted medical device in each case and
the targeted properties that were tested or used for verification;
for example if the researchers depended on an already estab-
lished standard, specific documentation, or properties picked
and defined by the authors. Finally, we provided the main
formalism that was used in the research’s methodology and
the main tools that were used in the approach.

C. Papers Analysis and Discussions

1) APS Security: The most relevant paper in this search
is by Alshlalfah et al. [2], where they used formal methods,
specifically, time formal automata for the security analysis of
the Multi-Basal and Proportional-Integrative-Differential con-
troller algorithms used in an artificial pancreas. Their approach
used UPPAAL-SMC to model the algorithms, a physiological
system, and an adversary for attack scenarios, mainly an attack
where the adversary monitors the insulin control channel and
intercepts the messages. Their glucose model is based on
the UVA/PADOVA model [41]. While the paper provides an
interesting contribution to APS systems verification, it does
not focus on the software side as much. It also does not
consider do-it-yourself systems such as OpenAPS and its
Android implementation, AndroidAPS. A finer grain modeling
of the software and a more thorough analysis for its operation
and security beyond message interception is still an open area
for study.

Interestingly, a recent survey by Johan Arcile and Étienne
André [6], notes that in their survey they found very few
applications of timed-automata in medical systems, with the
previous paper being the main representative. They speculated
that this could either be to a lack of interest in formal
verification, or that the systems are too expressive or too
large for timed-automata modeling. In our survey, as well as
previous ones by John Majikes et al. [40] and Silvia Bonfanti
[16], we show that while there might not be many papers using

timed-automata specifically, this is definitely not due to a lack
of interest in formal verification. Nonetheless, this shows that
there is a gap in the research when it comes to using formal
verification on real implementations in the medical field.

The earliest paper included from this search is from
2009 by Vega-Hernandez et al. [59], where they proposed
a mathematical-based model for fault detection in artificial
pancreas systems. Their approach is more abstract and focuses
on the development of the fault detection algorithm. Other
papers focused on fault detection are the work of Aliabadi
et al. [1] [51], where they propose ARTINALI++ based on
dynamic specification and ARTINALI# based on Bayesian
search and scoring. While in this survey, intrusion detection
and its techniques is not the focus per se, their research is
relevant because they do consider OpenAPS and test their
approach on it. They also provide a good specification of
the possible attacks on the system, which could be used in
our work. The work of Astillo et al. [9] and [8], where they
introduced SMDAps and TrMAps is similar. Their approach to
misbehavior detection is through proximal monitoring. Their
proposed tool is designed with UPPAAL and it can work
alongside different APSs, and in the paper, they test it on
OpenAPS. This shows a different usage of UPPAAL; rather
than modeling the system and analysing it, it is used to design
the monitoring tool.

The other results are less relevant software code, but they
tackle the security of APS from different prespective. This
includes the works of Booch et al [61] which tackles the
security for APS with a focus on encryption, Duguma et al.
[20] and Strydis et al. [56] focus on communication protocols,
and Zheng et al. [62] focuses on access control. Lazaro et
al. [37] and Fatehi et al. [21] provide general overview of
diabetes care devices. The rest of the results are mostly non-
tech related, mainly medical research.

2) Formal Methods in Medical Software: Since the results
on artificial pancreas security were relatively low, we also
looked into the research on other medical devices, for example
infusion pumps, which are more broad than artificial pancreas;
they could deliver different fluids, other than insulin, to the
body. They also may lack the software automatic-controller
component, which we want to focus on. Nonetheless, they are
close in functionality and could provide some insight in the
technologies used. We searched for software analysis, formal
methods usage, verification, and validation in medical devices
in general.

After excluding non-relevant papers, we ended up with the
following papers that utilize formal and modeling approaches
in the area of verification and validation of APS and related
medical devices such as patient control pumps and infusion
pumps. Rajeev Alur et al. [3] early on have demonstrated
the possibility of converting the informal design requirements
of an infusion pump to formal systems such as extended
finite state machines, using the reference specifications to
enable formal analysis with the SCR, CHARON, and Hermes
tools. Their approach was used to study a computer-assisted
resuscitation algorithm.
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David Arney et al. [7] have developed a safety model for
a generic patient-controlled infusion pump and used formal
methods for verification with a focus on hazards that could
happen in the system. They captured safety and functional
requirements from the reference manual and built a finite state
automata for the system. In their tests, they checked for non-
determinism, completeness, deadlocks, and safety properties.
The main properties that were specified were mainly to to
detect potential hazards such as output side occlusion, air
bubbles forming, misuse, and over dosage. Based on that, the
system was modeled with a focus on time intervals between
boluses and detecting such abnormalities and acting based on
them. Some of the challenges they identified in this approach is
the need for tools that could handle the large number of states.
They mentioned in future work the possibility of comparing
the model to real implementation.

Ayan Banerjee et al. [11] also attempted the development
of a modeling based approach for the safety verification of
medical cyber-physical systems, including infusion pumps.

Seyed Morteza Babamir and Mehdi Borhani [10] used Petri
net modeling and the Z language for specifications, then
verified their security based on combined behavior through
reachability graphs. They derived properties that were related
to the model’s reachability as well as properties provided by
physicians. The first group included the following properties:
blood sugar must not get low; if blood sugar is normal, the
dose should not exceed the minimum; over-dosage should not
occur; there should be insulin available in the system when
a dose is to be delivered; a dose should be delivered if the
blood sugar is low. For the second group, the properties are:
cumulative dose should not exceed a permissible daily dosage,
and in case of the it exceeds the daily dose, it should be less
than the difference between the maximum cumulative dose
and current cumulative dose. This approach is focused on the
properties that should be monitored by system to assure safe
functioning and is informed by both the model and expert
requirements.

Neeraj Kumar Singh et al. [54] have used an approach
based on the Event-B language. In their future work, they
propose the possibility of generating code from the models
and developing closed loop systems using them. In their work
they defined 14 requirements and 9 safety properties defined
based on that. Their paper provided an elaborate description
of the system’s informal requirements that they used to derive
their formal properties in event B language. They included
14 requirements for the system. The detailed requirements are
provided in Table IV. The requirements are relevant in testing
the controller application and can be used as a base for future
tests.

Lenardo C Silva. [53] proposed a model-based validation
approach. They built reusable libraries with the use of the
Ptolmey II modeling tool for the patient and devices which
could be combined to simulate the system’s overall behaviour.
This approach is more adaptive and overcomes previous lim-
itations of specific purpose models. They tested for different
clinical scenarios that included the patient and device models,

TABLE IV
REQUIREMENTS USED BY SINGH ET AL. [54]

REQ1
The device must suspend all active basal delivery or
bolus deliver during pump refilling and in the case of
system failure.

REQ2 The device must undergo a power-on-self-test (POST)
whenever device power is turned on.

REQ3

The device shall allow the user to manage system
functionalities related to: stopping insulin delivery;
validating basal profiles parameters; reminder manage-
ment; and validating bolus preset parameters.

REQ4

The device shall allow the user to define a basal profile
that consists of an ordered set of basal rates, ordered
over a 24 hour day, as well as a temporary basal, that
consists of a basal rate for a specified duration of time
within a 24 hour day.

REQ5
The device can contain several basal profiles, but only
one basal profile can be active at any single point in
time.

REQ6
The device must allow the user to override an active
basal profile with a temporary basal, without changing
the existing basal profile.

REQ7 The device shall resume the active basal profile after
the temporary basal terminates.

REQ8 The device shall enforce a maximum dosage for the
normal bolus or extended bolus.

REQ9 The user shall be able to stop the active normal or
extended bolus.

REQ10

The device must maintain an electronic log of every
operation associated with an user alert, such as an
audio alarm.

REQ11

The device shall maintain a history of basal and bolus
dosages over the past n days. The n always differs
among brands, though most store up to 90 days of
data.

REQ12

The device shall enable the user to create a food
database that can be used to store food or meal
descriptions and the carbs associated with them.

REQ13
The device shall allow to the user to change parameter
setting basal profile, bolus preset, and temporary basal.

REQ14
The device shall provide feedback to the user regarding
system and deliverystatu

as well as verifying basic safety properties. For this purpose
the requirements checked were: If a cartridge level is 0, then its
status should become empty; if a cartridge level is lower than
the dosage, then the pump status should be stop; if a specific
profile is selected, then the administered dosage should be
equal to the programmed dosage. These properties are less
generic and are closer to the modeling approach used by the
authors and reflects the components and their behavior in the
system.

Xin Chen et al. [17] have used Dalla-Man models for the
patient and a hybrid automaton model of the controller, and
verified the correctness properties of the models. They focused
on the control algorithm and checking that the blood glucose
levels remained within the safe range overnight. The main
properties checked for that include: that blood glucose levels
should not get below 70 mg/dl; that the blood glucose level
should not rise above 300 mg/dl; and that it should be in
the range of 70 and 180 mg/dl when a patient wakes up.
These properties are general safety and correctness properties
that could apply to any APS system and are related to the
functionality and results required from the system.

Hariharan Thiagarajan et al. [57] used Architecture, Anal-
ysis, and Definition Language (AADL) and error modeling
for a patient controlled pump. Taisa Kushner et al. [36] used
a data-driven modeling approach combined with reachability
analysis of the controller software.
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The Abhinandan et al. [48] strategy is to prevent attacks
at run-time. To do that they introduce a verification monitor
to the system. By monitoring values coming from the blood
glucose levels and electrocardiograms of heart rate, they could
check for abnormal patterns that could signal an attack, such
as a gaining access attack, or an attack on the integrity or
availability of the system. They used a timed automata for
the models and formal policy definitions. Their policies are
based on a system that provides electrocardiogram and heart
rate, which is not always available with APS systems and thus
could not be used if not available.

These efforts demonstrate that there is ongoing interest in
model-based techniques and a wide application for them in
the field of validation and verification of medical devices.
We also observe that the problem of validating APS systems
can be complex, and involves many components. Most of this
previous research has focused on developing generic infusion
pump or controller models and analysing them, rather than
analyzing actual software. This shows that there is room for
research on utilizing these techniques on existing practical
devices and software, and a potential for proposing a more
holistic practical approach.

We can also see that the requirements being tested could
vary from being generic safety requirement to more specific
properties that reflects the model’s behavior. One thing to note
is that previous literature that focused on developing systems
from the formal methods, instead of analyzing existing systems
gives more flexibility in the modeling process and the models
could be written to include the functionalities required in the
properties. For example, a property checking if the pump is
refilling will require a model where the pump sends that status.
This could be included in the design if we are to develop the
system from the model, but for our purpose, when we are
using formal methods on software or a device that already
exists, we will have more constraints in what functionalities
are available.

3) Medical Software Certification: We also looked into
terms related to certification of APS and other devices, and
the use of modeling techniques as a possible alternative or
a supplement to trial-driven tests. Paolo Arcaini et al. [5]
used such an approach on hemodialysis machines. They used
the IEC 62304 [25] standard and FDA’s General Principles
of Software Validation [22] for the standards requirements,
and used abstract state machines and model refinement to
perform an interactive and simulation validation. Jing Liu et
al. [38] studied airborne systems, but their contributions can be
applied to infusion pumps as well. Their approach attempted
to verify component designs with high level requirements
and offers an automated tool chain for the process of formal
verification. They used AADL and Simulink for modeling,
and based their verification on the AGREE model checker.
Paul Curzon etl. [18] focused on human-computer interaction
and provided model-based assurance and certification tools.
This included formalizing safety requirements based on FDA
guidelines, developing, and verifying a user interface for a
generic infusion pump. They also looked into the possibility

of verifying existing implementations that were implemented
in C++.

Raoul Jetley [34] et al. also looked into validating medical
devices based on usage models and test cases. Their approach
consists of requirements elicitation, usage model specification,
model checking, and automated test case generation. They
focused on the modeling the system through finite states and
the properties they checked for were related to the state model.
This included requirements such as checking the reachability
in the model’s states, that all valid events are executable, that
it lack deadlocks, and that malfunctioning events trigger an
alarm. This approach is focused on the state model and its
mathematical correctness. Models are encoded in Simulink
Stateflow, and the model’s correctness is tested for all the
possible state combinations.

Ayan Banerjee et al. [12] looked into the use of formal
methods in medical device safety using a hybrid-automata
framework, and showed that this approach can be applied to
characterize and analyze the design of closed-loop devices.
In their future work they noted that their approach may
be applied to more complex models and exploring more
verification techniques. Neeraj Kumar Singh et al. [55] looked
into the glucose homeostasis mechanism and the use of formal
methods as an alternative to testing and simulation, which they
sh may offer better coverage. They used the Event-B modeling
language in their approach.

We have also looked into other material relevant to source
code analysis and verification, such as code generation from
verified models, and Android application testing and modeling,
since some open source APS systems use Android. Gioacchino
Mauro et al. [44] for example studied the extension of user
interface tools through C code generation from formal models,
and Paolo Masci et al. [42] studied the development of an
infusion pump user interface from finite state machines with
formalized safety requirements. Their code generation was
limited to Lisp code, but they note that code generators for
C and Java are being developed. Their approach was based on
Generic Patient Controlled Analgesic requirements provided in
the documentation by the Generic Infusion Pump workbench
[50]. Some properties included: the flow rate of the pump
should be programmable; the pump should be able to deliver
a dosage between a minimum and maximum value per hour;
the user should be able to set the infused volume for volumes
under and above provided variables. This approach reflects the
focus on the system interface and the interaction between the
user and the system.

IV. SUMMARY AND KEY FINDINGS

Our analysis of the surveyed papers demonstrate a wide
array of approaches that utilize modeling and formal methods
to medical devices. This is because formal methods can be
used in the process of development and design of systems at
different stages of the development process, as well as utilizing
them in analyzing systems and verifying their properties.
As shown in Table II, while there are multiple papers that
use formal methods to analyze existing systems, they were
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varied; one focuses on abstract systems, others propose tools
for specification mining and anomaly detection, and some
utilizing risk logs for insuring the safety and correctness of the
system. We only encountered one that focuses on the software
source-code, Paolo [43], and that paper was focused mainly
on reverse engineering the user interface of the system. We
see that there is a gap in the research in the application of
formal modeling and analyses on the software level of concrete
systems. Specifically, there is a lack of research that focus
on the validation and verification of controller software in
artificial pancreas systems (APS) on the software level. We
can see that there is further potential for using model-based
approaches and room for further research in the field, and in
particular an opportunity to model, analyze and verify open
source APS software directly from source code using model
reverse engineering as pertain to model extraction and analysis.

Upon reviewing the existing literature on the modeling and
verification of APS and medical devices in general, it appears
that there is an active interest in this area of research. However,
the research is not exhaustive; none of the papers surveyed
provided verification and an in-depth analysis for the currently
available open-source algorithms and their implementations in
do-it-yourself APS. This can be explained by the fact that
these applications are relatively recent and have a high degree
of complexity. But this also shows that there is a room for
contribution in the field; especially in the application of formal
modeling methods on already implemented software.
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