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Abstract 
 

User-centric privacy management is an impor-
tant component of the Personal Web, and even 
more so in the context of personal health appli-
cations.  
In this position paper, we propose a logical 
framework for smart privacy based on a modu-
lar and extensible ontology that supports rea-
soning about privacy from a very broad range of 
perspectives. We describe the motivations be-
hind the development of smart privacy and out-
line key features of the logical framework in the 
context of Personal Health Record applications. 

1 Introduction 
Personal Web is an emerging research topic 

driven by the transformation of the Internet and 
web from the way users currently interact and 
navigate resources on the web, to a smart para-
digm mainly centered on users’ experience. The 
main goal of smart Internet is to empower user, 
as an individual, to seamlessly and smartly self-
manage the vast amount of web resources and 
services to achieve her personal goals [4]. A 
user-centric perspective of service utilization 
requires users to play an active role in the proc-
ess. The promise of personal web is to make 
this shift socially and cognitively viable. Such a 
perspective brings new challenges in design and 
architecture of the web. For example, how to 
enable the underlying web architecture to sup-
port and deliver services based on the individual 
needs; users need to be able to customize the 
process according to the task they as individuals 
want to accomplish, and in such a way that re-
spects their preferences. One such an imperative 
task is the self-management of privacy. 

To meet the promises made by Smart Inter-
net [4] and to make the personal web a real 
user-sovereign system, we propose a notion of 
smart privacy in which the essence of privacy is 
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embodied in system design. We argue that a 
semantic flow model [2] can provide an unam-
biguous, and computer-interpretable descrip-
tions of information flow and its relevant norms 
on personal web.  We adopt the point of view of 
privacy as contextual integrity [13], and propose 
an end-to-end privacy model in which rather 
than focusing on sensitivity of data or roles, a 
permutation of semantically rich contextual 
information provides users with support to self- 
manage their privacy.  

In this position paper, we make the case for 
Personal Health Records (PHRs) as an emerg-
ing personal web application that can play a key 
role in transforming different health care proc-
esses. From the privacy perspective of personal 
web, this is a perfect candidate, since the most 
sensitive information about one is at stake. 

In the following subsections we discuss the 
motivations and expected contributions of this 
research alongside a brief overview on the state 
of privacy frameworks on web. In Section 2, we 
motivate the needs for the model with a PHR 
use case. Section 3 outlines the proposed pri-
vacy model based on the novel notion of seman-
tic flow model. Finally, section 4 concludes the 
paper with a few remarks on future directions. 

 
Motivation. PHRs are the type of electronic 

records managed by patients that may end up 
becoming the least fragmented picture of an 
individual’s health [17]. PHRs, from their first 
appearance nearly a decade ago as being a pa-
tient-centric repository of health data, have been 
gradually transformed into  open  software plat-
forms with published application programming 
interfaces (APIs) [10]. This is similar to what 
we are experiencing with other emerging per-
sonal information platforms like Facebook. 
With these APIs, PHRs are now viewed as per-
sonal health information system that enables 
aggregation of different types of health data 
across multiple healthcare providers [10]. Fur-
thermore, it allows a growing number of inno-
vative third-party applications to emerge around 
PHRs. Applications for online-health assess-
ment, for participating in clinical trials, or for 
finding low cost medicine are just a few of the 
examples.  Some futuristic application scenarios 
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of PHRs are also emerging from Web 2.0 com-
munities when the power of social networking 
combines with patients’ empowerment enabled 
by PHRs [16] . Studies show that patients’ trust 
on the information received from peers with 
similar conditions is surpassing the trust in doc-
tors and academic experts. This indicates the 
powerful role of social networking in public 
health with the intervention of PHRs [6]. 

While PHR platforms have great potential 
for patient empowerment, if the consequences 
of sharing and data usage are not clear to pa-
tients they are prone to greater risk of privacy 
breaches. With patients having complete control 
over their health information, the central issue 
to PHR becomes the self-administration of pri-
vacy by patients; how patients, themselves, can 
easily and effectively control their privacy, 
while sharing their health profile.  

Existing privacy architectures for PHRs are 
rather primitive and the consent to share the 
record typically applies to the entire record. The 
patients’ administrative role in controlling their 
privacy is limited to a trivial binary consent of 
“I agree” or “I disagree”. More importantly, 
there is not mechanism in place for controlling 
the usage of data and understanding the 
consequences of sharing. Controlling usage 
after second and further sharing, i.e., when a 
receiver shares a patient’s record with another 
party, is even more challenging.  

The research outlined in this paper aims to 
fill these practical gaps and propose a logical 
framework for expressing patient’s privacy ex-
pectations and mechanisms to ensure these ex-
pectations are enforceable. We believe an 
authenticate design of privacy system for a per-
sonal web application will be successful only if 
the system is semantically sound. The system 
should precisely capture what the user expecta-
tions are and how they affect occurring of future 
activities in a process in order to access to 
health information occurring now (obligation 
and promise management). Therefore, we use 
first order logic formulas for expressing and 
reasoning about these actions and norms that 
govern flow of information from one applica-
tion to another in the PHR. We construct our 
logical model based on the framework of con-
textual integrity [13]. In contrast to the classical 
view of privacy that mainly focuses on type of 
data or role of objects, contextual integrity pro-
vides a systematic guidance to incorporate all 
elements of context (the actor, role, purpose, 
type of data, etc.) alongside with the norms of 
transmission for information.  

In this research, we propose the logical 
framework for smart privacy as a modular and 
extensible ontology. This ontology is intended 
to support reasoning about privacy from a very 
broad range of perspectives, e.g. privacy prefer-

ences, third party privacy policies, delegation of 
privacy policies, and obligation enforcement. 
Instead of designing the logic from the scratch, 
we build the ontology using ISO 18629, Process 
Specification Language (PSL)[2].  

 
Related Work. A number of frameworks 

for defining and enforcing privacy policies have 
been proposed, including P3P [5], XACML [14], 
EPAL [9], LPU [1], Privacy APIs [11]. These 
existing solutions cannot adequately address 
personal web privacy management requirements 
for the following reasons. First, these frame-
works are mainly designed having institutional 
privacy needs in mind. In other words they are 
built to protect organizations from being liable 
in case of breaching privacy laws and regula-
tions, not for the purpose of supporting an indi-
vidual who has personal privacy preferences. 
Second, these frameworks either are not expres-
sive enough to support some important features 
of privacy obligations such as repeating obliga-
tions, and multiple responsible agents [14], or 
use complex logical machinery that makes prac-
tical usage of the framework infeasible (e.g. [1]). 
In contrast, the approach suggested in this re-
search by exploiting first order theories in PSL 
is highly expressive, while PSL constructs also 
can be easily and systematically extended.  

 
Contributions. We make three contribu-

tions. First, we contribute to a specific personal 
web domain, i.e. PHR, by enabling PHR 
consumers to effectively express their privacy 
expectations and define their social privacy 
boundaries associated with their health informa-
tion.  

Second we design a novel logical privacy 
framework in which user preferences (in con-
trast to laws and regulations) form the founda-
tion of the privacy management. These 
preferences dynamically regulate the flow of 
information in a privacy-sensitive process.  The 
privacy constraints in the model are introduced 
using the same semantic constructs used to ex-
press all other process constraints (for example 
task ordering, concurrency, task decomposition). 
This allows achieving privacy goals and utility 
goals of a process in positive-sum paradigm as 
described in Privacy by Design philosophy [3]. 

Third, our work provides a novel ontology-
based obligation model based on PSL to the 
privacy modeling communities in general. This 
approach can be applied in other domains of 
personal web such as social networking. 

2 Use Case and Desiderata 
We illustrate with an example the need for 

semantically rich and computer-interpretable 
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behaviour abstraction for process model in a 
personal web domain. In a simple communica-
tion between a hypothetical PHR user, Alice 
and a third-party service provider, MedicaSave, 
Alice wants to link her prescription information 
with the service. MedicaSave reads patient’s 
prescription data stored in PHR and finds the 
generic equivalent of the drug and low-cost 
pharmacies for the prescribed drugs. When Al-
ice selected which pharmacy she prefers, then 
MedicaSave shares Alice’s personal informa-
tion with the pharmacy to deliver the medicine. 
The Pharmacy needs to access Alice’s PHR to 
check a potential drug interaction. An excerpt 
from Alice’s privacy preferences is shown be-
low:  

1. I do not want my sensitive health in-
formation to be released to any other 
third parties except those who are in my 
circle of care. 

2. My explicit consent is required only 
when the entity using my data is not a 
covered entity.  

3. I would like to be notified monthly 
about the status of my data and every 
time my information has been viewed 
not later than 1 day after access. 

4. I would like to receive my health rele-
vant information by email.  

5. My information on third party services 
should be deleted when I unlink my 
PHR profile to the service. 

In the other side of the disclosure, Medi-
caSave and Pharmacy have also their own pri-
vacy policies in a form of a document that 
describes how they handle private information. 
The privacy system should be able to address 
the following set of high-level queries:  

Decision making queries: Should Alice 
agree with the MedicaSave privacy agreement? 
In what condition is MedicaSave allowed to 
send Alice’s information to Pharmacy? Does 
pharmacy need Alice’s explicit consent to ac-
cess her PHR?  

Contextual queries: Is MedicaSave a cov-
ered entity? Is the Pharmacy a member of Al-
ice’s circle of care? Is the prescription 
information a sensitive health data of user? 
Does sending an email by an agent q counts as a 
notification? 

Obligations and Provisions queries: In a 
given time point t, what type of notifications 
need to be sent by MedicaSave and/or Phar-
macy? In a given time point t, should Alice’s 
data be retained? 

Exception queries: Can data item d be still 
accessed by agent p if the notification has not 
been sent?  

As this simple example shows, answering 
these queries requires a computer-interpretable 
process model with rigorous and complete 
axiomatization that support automated reason-
ing about the concepts. In [15] authors showed 
how privacy model requirements can be ex-
tracted from scenarios, our investigation of 
more than twenty PHR usage scenarios (range 
from standard clinician- patient scenarios to 
futuristic usage of PHR data across social net-
works) led us to the following high-level desid-
erata for a smart privacy model. 

Privacy preferences: We distinguish be-
tween two sides of disclosure, user and service. 
As noted above with user-centric approach, 
smart privacy should be able to capture first the 
flexibility which is inherent in preferences and 
second the privacy notions that might be of in-
terest to a user but not specified in laws and 
regulations, for example concepts such as ap-
propriateness, embarrassment, reciprocity, and 
deservedness.  

Generic privacy concerns: Each individual 
service offers different privacy settings and 
agreements. Therefore, while privacy concerns 
of a user has not been changed, user is required 
to endlessly repeat many decisions to perform a 
single task of expressing privacy expectations. 
The privacy framework must be able to com-
municate the semantics of an individual’s pri-
vacy preferences with multiple services.  

Semantic support for privacy concepts: Us-
ers of the application are diverse. They come 
from different jurisdictions and with different 
cultural backgrounds. Therefore, the privacy 
framework should support different terminolo-
gies of concepts. 

Granularity of privacy concerns: Privacy is 
a subjective property. Users of an application 
span from those who believe “privacy kills, 
openness heals” to those with very strict privacy 
concerns. The privacy framework should be 
able to capture this diversity. 

Support privacy as a process: Different 
from access control mechanisms that an action 
is allowed or denied for a specific role in a spe-
cific point of time, privacy control mechanisms 
in general, and in Personal Web applications in 
particular, require reasoning about a process, a 
series of temporally constrained actions and 
occurrences. 

Support temporal constraints: Reasoning 
about temporal constraints is essential in a pri-
vacy framework [8]. There are actions need to 
be performed on data objects before an access is 
authorized (Conditions), and/or, actions need to 
be performed after an access is authorized (ob-
ligations). 
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Support multiple responsible agents: In a 
distributed computing system, not always the 
agent responsible for an obligation activity is 
necessarily the same agent who performed the 
action caused the obligation. Therefore the logi-
cal framework must be able to reason about the 
agents responsible for actions.  

Support context representation: In privacy 
as contextual integrity paradigm, transmission 
norms, largely depend on the context in which 
the communication activities occur. The privacy 
framework should reason about the characteris-
tics of the context.  

Support expressing of utility goals: The 
logical framework must be able to capture the 
logic of utility and privacy together [1]. In many 
cases reasoning about the privacy actions re-
quires reasoning about the goal of the process 
itself. A privacy framework cannot reason about 
the privacy goals while precluding reasoning 
about the activities required the goal of the 
workflow to be achieved. 

Usability for self-administration of privacy: 
users are neither policy makers nor system ad-
ministrators; therefore, the system must be such 
usable that an average user can express her pri-
vacy expectations. In other words system sup-
port is required to improve comprehensibility 
and consciousness of an average user on con-
trolling her privacy. 

Although some of these requirements in-
clude elements of a user interface design, our 
focus in this research is on the infrastructure 
that is needed to support the required function-
ality. Nevertheless, the characteristics of the 
user interface substantially influence how the 
user can interact with a system.  

3 Smart Privacy Model 
In this research, we propose the logical frame-
work for smart privacy as a modular and exten-
sible ontology. This ontology is intended to 
support reasoning about privacy from a very 
broad range of perspectives, such as user pri-
vacy preferences, third party privacy policies, 
delegation of privacy policies, and obligation 
enforcement. Instead of designing the logic 
from the scratch, we build the ontology using 
ISO 18629 (Process Specification Language 
(PSL)[2]) upper ontology. Upper ontology is an 
ontology, which describes very general con-
cepts that are the same across all domains.  

In smart privacy, theories of PSL are ex-
tended to express specific privacy constructs 
such as pre-conditions, post-conditions, obliga-
tions, and communication behaviors as con-
straints over occurrences of process activities in 
the context of a rigorously axiomatized first-
order logic framework (Figure 1). The brief 

review of contextual integrity reveals how the 
ontologies are used to gain insight with regard 
to privacy. 

 

 

Figure 1: Ontology-based Smart privacy 

Contextual integrity. Contextual integrity 
is a philosophical account of privacy that pro-
vides a normative model, or framework, for 
evaluating the flow of information between 
agents [13]. In contrast to the classical view of 
privacy as “control over information about one-
self”[18], contextual integrity emphasizes on 
evaluating why certain patterns of flow of in-
formation provoke the sense of privacy viola-
tion, while others not. The model then defines 
the notion of appropriateness to answer this 
question. Disclosing information per se is not 
what makes us feel breach of privacy. We feel 
our privacy is violated when the same informa-
tion communicates in a context that we feel it is 
embarrassing or inappropriate. For example 
sharing information about one’s unwanted 
pregnancy to her family physician looks fine 
and appropriate while sharing the same infor-
mation to her boss causes one’s outcry. There-
fore, features of contexts accompanied with the 
flow of information determine privacy. Five 
constructs are keys to defining contextual integ-
rity: contexts, informational norms, actors, at-
tributes, and transmission principles.  Contexts 
are structured social settings characterized by 
the roles that actors play, by certain ends or 
values that a context forms around it (e.g. the 
value of a health care context is providing 
health service), and the norms that prescribe and 
proscribe acceptable actions and practices [13, 
p133]. Attributes define the nature of the infor-
mation in question. If agents refrain to share any 
attribute, there would not be a violation of pri-
vacy. Transmission principle is a set of con-
straints that governs the information flow. 
Norms prescribe which transmission principles 
ought to govern the flow of information and 
privacy violation arises if these principles are 
not followed.  

In our model we formalize the main con-
cepts of contextual integrity using ontologies as 
shown in Figure 1. Our model consists of com-
municating agents (G) who take various roles 
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(R). Each role (r) has certain capacities (U). 
These capacities capture knowledge about the 
ability of an agent to pursue one or more utility 
goals. Agents participate in Communication 
Activities (A). For each communication activity, 
at least three distinct type of agents are involved; 
the principal agent whose information is in 
stake; the sender of the information; and the 
receiver of the information. Each receiver agent 
has a set of history of access to information as 
its property. Occurrence of each activity 
changes the state of an agent in terms of the 
history of access. Bind to each history, there 
exists activities that must occur and/or activities 
that must not occur.  Occurrences of these ac-
tivities are either temporally or causally con-
strained and are accompanied by norms of 
transmission specific to each context. This 
specification can be modeled using ontologies. 

 
Deontic Ontology. Our semantics are based 

on the concept of provisions and obligation 
linked to the PSL activities. Predicates that 
change due to activity-occurrences are modeled 
using fluents. Pre-conditions and post-
conditions modeled as activity-occurrences with 
temporal properties of start-point and end-point. 
In this way we can entail whether a privacy 
constraint (privacy goal) is successful, failed, or 
violated; utility goal is achieved or failed. The 
construct of occurrence tree in PSL captures 
what we call privacy contingency plans for ei-
ther of these conditions. Set of all possible ac-
tivity-occurrences of a process is modeled as a 
tree whose nodes correspond to individual ac-
tivity-occurrences and where the children of one 
activity-occurrence correspond to the set of all 
possible activity-occurrences that could imme-
diately follow it. For a fluent such as 
send_notification(t, p, q) in time t from agent p 
to agent q and access occurrence of o the value 
of the fluent just prior to o occurs is expressed 
by prior(send_notification(t, p, q), o) and the 
value of the fluent just after the o occurs is ex-
pressed by holds(send_notification(t, p, q), o).  
By using these basic constructs, more complex 
behaviour execution constructs such as if-then-
else can be modeled in PSL.  

Deontic ontology in our logical framework 
captures the generic knowledge about a context 
and its norms of transmission. Both classes 
(contexts and norms) are defined in terms of 
activities and their occurrences using first order 
formulas. The novelty of our work is that, in 
contrast to the previous formal privacy frame-
works (e.g. [1, 12]), context in our model is not 
expressed as an entity by itself, but it comes to 
the picture by a specific permutation of agents, 
roles, purposes, environmental variables and 
activities. Then a set of deontic constraints de-
fines the properties and relationships of these 

entities along with norms of the context. This 
approach captures dynamic and extensible na-
ture of context in our privacy model. 

The second class of axioms in deontic on-
tology represents the transmission norms that 
govern a context’s information flow. For exam-
ple, the constraints such as “I would like to be 
notified by email every time my information has 
been accessed” will be presented as a deontic 
constraint: 
 

for all (o1) (implies (occurance_of (o1, record 

access)), (exists (o2) (and (occurance_of (o2, 

send_email), (begine_of (o2) > (be-

gine_of(o1)))))) 
 

We use the same semantic as the one we 
used for contexts to represent these principles. 
By this approach, while evaluating a privacy 
policy, the reasoning engine collects require-
ments from all applicable axioms, which restrict 
a context and its norms, in one step. This allows 
addressing an important property of contextual 
integrity. We can now, relate the issues of com-
pliance and refinement of privacy policies to the 
logical concepts of satisfiability and entailment. 
Entailment is key to understand whether a con-
text and its norms, comply with the transmis-
sion principles. Our semantic also explicitly 
captures the concept of past and future. Thus, 
reasoning is not limited to the time point of the 
access, but the decision of compliance can de-
pend on what actions have occurred previously 
and can require occurrence of future actions. 
The deontic ontology in the proposed logical 
framework consists of two sets of first order 
axioms: Contexts ontology, and transmission 
norms ontology.  

We view agent communication in PHR con-
text as processes with specific goals. Therefore, 
there are many common concepts of process 
model in general that we are going to solicit 
from PSL for reasoning about a context and its 
privacy norms. Concepts such as before, after, 
activity, activity occurrence, are examples of 
some common terms that are already expressed 
by PSL ontology. 

 
Static Ontology. The deontic ontology as 

described above works in the spirit of a static 
ontology. The static ontology in our model 
characterizes classes of entities used in deontic 
ontology, their properties and their relationships 
to each other. For example, unambiguous defi-
nition of entities such as Data_receiver, Cov-
ered_entity, Uncovered_entity is essential for 
reasoning about privacy constraints. Agents in 
our logical model of privacy are autonomous, so 
the same constraint across multiple agents may 
be stated differently. The static ontology con-
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tributes to our logical model by providing sup-
port for interoperability and more effective use 
of knowledge about contexts and their informa-
tion transmission norms. Furthermore, it sup-
ports neutral authoring of privacy constraints [7] 
in a sense that user privacy preferences can be 
authored in a single language with the service 
privacy policies. This static ontology will be 
formulated in description logic (DL), supported 
by the web ontology language OWL DL [12]. 
Figure 2 shows a partial representation of norms 
static ontology. 
 

 

Figure 2. Static ontology (partial) for Norms 

4 Closing Remarks 

In this paper we introduced the concept of 
smart privacy for personal web. We described 
the motivations behind smart privacy, alongside 
the features that a logical model needs to adhere 
in order to adequately express privacy require-
ments of an important class of personal web 
applications: PHR. 

We argued that existing privacy languages 
and frameworks are not expressive enough to 
capture all aspects of smart privacy. As such, 
we rationalized using formal ontology language 
to create an extensible semantic flow model for 
user-centric privacy management in personal 
web. Although this logical model per se cannot 
address all requirements of smart privacy men-
tioned in this paper, it provides a solid semantic 
foundation. How this logical system can archi-
tecturally be materialized, and how a user can 
communicate with this logical system, are unan-
swered questions and part of our future research.  
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