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W.H. Kohler, "A Survey d Techniques for Synchronization and Reary in Decentralized Computer Sys-

tems", Computing Sueys, June 1981, Volume 13, No. 2, pp. 149-183 This paper is eysdriechniques

that hae been proposed to addressotfundamental problems in the design of reliable decentralized com-
puter systems. The first problem is synchronizing access to shared objects while supporting gréégh de

of concurreng. The second is the reeary of objects in spite of usegpplication or partial system errors.

When talking of synchronization, it is usually referred to the solution of either the specification and control
of cooperating sequential processes or to the serialization of concurrent access to shared objects by multiple
processors. Proposedlutions to either problems frequently address both problems, but in geneegi-con

tional tools like ssmaphores, critical sections and monitors represent solution to the specification and con-
trol problem. This paper concentrates on the solution of the serialization of access to objects by multiple
processes, also referred to as concugrenatrol. Anobject is an element of computation whose state can

only be modified by a pre-determined set of operations, that in database terminology are called transactions.
Synchronization techniques are meant to provideyaof interleaving non-conflicting steps so that transac-

tions can proceed with maximum concurngnin general we are interested in a consistent schedule, i.e. a
sequence of operations such that tHectfof running a sequence of concurrent transactions is the same as

if the transactions had been run serially this paper synchronization techniquesén&een divided into

four catgories according to their most distinguishing feature: locking, timestamps, circulating permits and
tickets and conflict analysisVith a locking scheme, a transaction may lock objects while in a temporarily
inconsistent state. If a transaction attempts to lock an object that is alreagly, ibckust either wait, abort

or pre-empt another transaction. Wher tov more transactions areaiting, deadlock may occuitn dis-

tributed systems there may be local lock managers and centralized locking controllers and each must coop-
erate to detect global deadlocReadlock may be broken by preemption or by time-outsvokeewadts

after a specified time intea Animportant issue is also the choice of locable objettere may be dif-

ferent types of locks, tooFor the purpose of reading-onlg share mode may be assumed, while objects
locked in exclusive node can be read and modified. The locking approach seems to be the most promising
for extensions. Atimestamp is a unique number assigned to a transaction and is chosen frovayan al
increasing sequence. It is often used in conjunction with lo€ke. choice of a particular action is based

on a comparison of the time stamps of the requesting and conflicting transactions. In the approach based on
circulating permits and tickets, the nodes of a distributed system agd limla ring on which a unique con-

trol token circulatesOnly the node owning the token is allowed to perform a transaclimkets allav a

higher degree of concurrgncThe conflict analysis methodolggyevdoped by the Computer Corporation

of America, consists of a collection of database sites interconnected through a communicatda netw

is believed that this approach allows more concursetian the classical locking approachhe concept of

atomic action plays an important role in the problem of designing techniques for effort detection and reco
ery. An aomic action may be defined as a computation that may not be decomposed, i.e. there will not be
obsenable intermediate state changes outside of the atomic action. If a failure occurs whéoltsptre
successful completion of an atomic action must be restored to their initial Btatier this constraint,
updated objects are not released until the action is completed and the initial states can be reconstructed.
Two methods are described: the first is a model to quantify the notion of reliability of a system; the second,
is an implementation of atomic action rgeges. Thereliability of a system is computed by means of a
modelling approach. The procedure is tedious and error prahé,deems to be the only valid methodol-

ogy available nav. The atomic action resery implementation is based orovk done by Gray at the IBM
Research laboratory in San Jose’ Calif. This paper presents a fagdynlamber of studies and proposals,

some of them in good details. It is a goodee for people with a basic kadedge of concurrencformu-

lations that want to expand their ideas on concuyrémthe nev challenge of distributed systems.



